CG I Managed Advantage Services

Steps to disable SSL 3 in each browser

Internet Explorer:
1) Open a new Internet Explorer session
2) Go to Tools/Settings at the top next to ‘Help’
3) Click Internet Options (at the bottom)
4) Click the Advanced tab on the far right
5) Scroll down to the bottom until the ‘Use SSL 3.0’ checkbox is visible
6) Uncheck the ‘Use SSL 3.0’ checkbox
7) Click ‘Apply’ on the bottom right of that window
8) Click ‘OK’

Internet Options ?

General | Security | Privacy | Content | Connections | Programs Advanced

Settings

[] Enable Enhanced Protected Mode™ ~
Enable Integrated Windows Authentication™

Enable native XMLHTTP support

Enable SmartScreen Filter

[] Enable strict P3P validation™

Send Do Mot Track requests to sites you visitin Internet E
[] usessL 2.0

O

Use TLS 1.0

Use TLS 1.1

Use TLS 1.2

Warn about certificate address mismatch™®

[ ] warn if changing between secure and not secure mode

[+| warn if POST submittal is redirected to a zone that does n ¥
£ >

*Takes effect after you've restarted your computer
Restore advanced settings

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default

conditian. Reget...

‘fou should only use this if your browser is in an unusable state.
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Firefox:

1) Open a new Firefox session
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2) Inthe address bar, type “about:config” (no spaces or quotes and make sure there is a
colon in between the words “about” and “config”) — see screen shot below

3) Type “security.tls.version.min” (no quotes) into the search box and press ‘Enter’

4) Double-click the “security.tls.version.min” entry

5) Change integertoa ‘1’
6) Click ‘Ok’ in the window

7) Close Firefox browser and reopen a new session
8) Open https://www.poodletest.com and verify the Springfield Terrier is pictured now

saying “Not vulnerable”

about:config x \+
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€ O Fiel about:config

I | B - Google Py B ¥+ #H

Search: I security.tls.version B I ®
Preference Mame +  Status Type Walue 2]
security.tls.version.max default integer 3

security.tls.version.min ﬂ default integer 0

services.sync.prefs.sync.security.tls.version.max default boolean  true

services.sync.prefs.sync.security.tls.version.min default boolean  true

Enter integer value

0_- security.tls.version.min
4

5 J0

OK

Cancel

NOTE: If a Springfield Terrier (a different dog that is not a Poodle) is visible in either Internet
Explorer or Firefox, then the browser is not vulnerable and the user should be able to proceed

to Advantage without a problem.

If a Poodle is visible, then the browser is vulnerable and the user will need to disable SSL 3 in
each browser by referencing the instructions above.
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